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Who are you?





Plan for today

Policies, processes,
approvals 

What happens with data? 

The data lifecycle

What do we mean by
data?

Why do we care?

What is data?



What is data?

 Data are measurements / observations that are collected
as a source of information. There are a variety of different

types of data & different ways to represent data.
(Data | Australian Bureau of Statistics (abs.gov.au))

https://www.abs.gov.au/statistics/understanding-statistics/statistical-terms-and-concepts/data




What is
research
data?

Research data is information generated through research
methods. It means something different in every project. In

health, it is often “sensitive”. Health research data is
complicated due to laws, policies, and technology issues.

(Data | Australian Bureau of Statistics (abs.gov.au))

https://www.abs.gov.au/statistics/understanding-statistics/statistical-terms-and-concepts/data


What is data
governance?

Data governance is the approach to managing data
throughout its life cycle, from acquisition to use to

disposal. It is everything you do to ensure data is secure,
private, accurate, available and usable.



Australian Research Data Commons, 2021. Research Data Governance. 
https://youtu.be/K_xVQRdgCIc?si=hyxzFcWrxrPLAXDx 



How does data
governance relate to
data management?



Data governance

Good data governance will require the right people to follow the right processes
with the support of the right technology throughout the data life cycle. 



Principles
of data
governance

Existing
governance 

Roles &
responsibilities

Data access

Data
sensitivity

Data
ownership

Storage

Reuse

Risk



The research
data lifecycle

PLAN & 
DESIGN

COLLECT 
& CREATE

ANALYSE &
COLLABORATE

EVALUATE &
ARCHIVE

SHARE &
DISSEMINATE

ACCESS & 
REUSE

STORE & 
MANAGE





Plan and design 

Many policies & G/Ls
(local, state, national)

Policies

Save time $ energy.
Required by many funders. 

Data management plans

Assign roles for data
management & sharing.

Roles & Responsibilities



Data management plans
Example



Useful
links

Data
management
plans
Research data
management
framework

ARDC

Research data
manager

UQ

Manage and plan 

Griffith
University 

Management of
data and
information in
research

NHMRC

https://ardc.edu.au/resource/data-management-plans/
https://ardc.edu.au/resource/data-management-plans/
https://ardc.edu.au/resource/data-management-plans/
https://research.usq.edu.au/download/613af3d1aa53d62b4079e0b7a74a5504dcbb79feb7bc2a3eb5e922f5a89145cc/2985848/Research%20Data%20Management%20Framework%20for%20Institutions_web.pdf
https://research.usq.edu.au/download/613af3d1aa53d62b4079e0b7a74a5504dcbb79feb7bc2a3eb5e922f5a89145cc/2985848/Research%20Data%20Management%20Framework%20for%20Institutions_web.pdf
https://research.usq.edu.au/download/613af3d1aa53d62b4079e0b7a74a5504dcbb79feb7bc2a3eb5e922f5a89145cc/2985848/Research%20Data%20Management%20Framework%20for%20Institutions_web.pdf
https://research-support.uq.edu.au/rmbt/uqrdm
https://research-support.uq.edu.au/rmbt/uqrdm
https://www.griffith.edu.au/library/research-publishing/working-with-data/manage-and-plan
https://www.griffith.edu.au/library/research-publishing/working-with-data/manage-and-plan
https://www.nhmrc.gov.au/sites/default/files/documents/attachments/Management-of-Data-and-Information-in-Research.pdf
https://www.nhmrc.gov.au/sites/default/files/documents/attachments/Management-of-Data-and-Information-in-Research.pdf
https://www.nhmrc.gov.au/sites/default/files/documents/attachments/Management-of-Data-and-Information-in-Research.pdf
https://www.nhmrc.gov.au/sites/default/files/documents/attachments/Management-of-Data-and-Information-in-Research.pdf


Policies
There are many policies and guidelines for
research data governance (institutional,
state, national, etc). Consider jurisdictions
related to your project before you begin. 



Topic
Institutional

plans, policies
and governance

Institutional
procedures

and tools
External links/ resources Legislation and other official documents

Privacy,
information and

research data

Privacy plan
IT plan
IT Code of
Practice
Cloud
Hosting
Policies
Data
Management
Policy

Working
with data
Research
storage

Management of Data and Information
in Research: A guide supporting the
Australian Code for the Responsible
Conduct of Research
Department of Education Higher
Education Research Data Collection
(HERDC) (website)
Health-Sector-Clinical-Records-
Retention-and-Disposal-Schedule.pdf  
Health sector (corporate records)
retention and disposal schedule
TGA Data Management and Data
Integrity 
Queensland Health data management
Dept of Health Policy

Public Records Act 2002 
Right to Information Act 2009
Right to Information Regulation 2009
Information Privacy Act 2009
Information Privacy Regulation 2009
Privacy Act 1988 (Cth) 
Privacy Amendment (Enhancing Privacy Protection)
Act 2012 (Cth)
Legislation-and-regulation-relating-clinical-quality-
registries  
Hospital and Health Boards Act 2011
Public Health Act 2005
Private Health Facilities Act 1999
Mental Health Act 2016

Examples....

Griffith University Office of Research Policies and Procedure Framework 

https://www.nhmrc.gov.au/sites/default/files/documents/attachments/Management-of-Data-and-Information-in-Research.pdf
https://www.nhmrc.gov.au/sites/default/files/documents/attachments/Management-of-Data-and-Information-in-Research.pdf
https://www.nhmrc.gov.au/sites/default/files/documents/attachments/Management-of-Data-and-Information-in-Research.pdf
https://www.nhmrc.gov.au/sites/default/files/documents/attachments/Management-of-Data-and-Information-in-Research.pdf
https://www.education.gov.au/research-block-grants/higher-education-research-data-collection
https://www.education.gov.au/research-block-grants/higher-education-research-data-collection
https://www.education.gov.au/research-block-grants/higher-education-research-data-collection
https://www.forgov.qld.gov.au/information-and-communication-technology/recordkeeping-and-information-management/recordkeeping/disposal-of-records/search-for-a-retention-and-disposal-schedule/health-sector-clinical-records-retention-and-disposal-schedule
https://www.forgov.qld.gov.au/information-and-communication-technology/recordkeeping-and-information-management/recordkeeping/disposal-of-records/search-for-a-retention-and-disposal-schedule/health-sector-clinical-records-retention-and-disposal-schedule
https://www.forgov.qld.gov.au/information-and-communication-technology/recordkeeping-and-information-management/recordkeeping/disposal-of-records/search-for-a-retention-and-disposal-schedule/health-sector-clinical-records-retention-and-disposal-schedule
https://www.forgov.qld.gov.au/information-and-communication-technology/recordkeeping-and-information-management/recordkeeping/disposal-of-records/search-for-a-retention-and-disposal-schedule/health-sector-corporate-records-retention-and-disposal-schedule
https://www.forgov.qld.gov.au/information-and-communication-technology/recordkeeping-and-information-management/recordkeeping/disposal-of-records/search-for-a-retention-and-disposal-schedule/health-sector-corporate-records-retention-and-disposal-schedule
https://www.tga.gov.au/data-management-and-data-integrity-dmdi
https://www.tga.gov.au/data-management-and-data-integrity-dmdi
https://www.tga.gov.au/data-management-and-data-integrity-dmdi
https://www.health.qld.gov.au/__data/assets/pdf_file/0025/396052/qh-pol-279.pdf
https://www.health.qld.gov.au/__data/assets/pdf_file/0025/396052/qh-pol-279.pdf
https://www.legislation.qld.gov.au/view/html/inforce/current/act-2002-011
https://www.legislation.qld.gov.au/view/html/inforce/current/act-2002-011
https://www.legislation.qld.gov.au/view/pdf/inforce/current/act-2009-013
https://www.legislation.qld.gov.au/view/html/inforce/current/sl-2009-0134
https://www.legislation.qld.gov.au/view/html/inforce/current/act-2009-014
https://www.legislation.qld.gov.au/view/html/inforce/current/sl-2009-0135
https://www.legislation.gov.au/C2004A03712/2019-08-13/text
https://www.legislation.gov.au/C2004A03712/2019-08-13/text
https://www.legislation.gov.au/C2012A00197/latest/text
https://www.legislation.gov.au/C2012A00197/latest/text
https://www.safetyandquality.gov.au/sites/default/files/2021-12/legislation-and-regulation-of-clinical-quality-registries-final-report-may-2020.pdf
https://www.safetyandquality.gov.au/sites/default/files/2021-12/legislation-and-regulation-of-clinical-quality-registries-final-report-may-2020.pdf
https://www.safetyandquality.gov.au/sites/default/files/2021-12/legislation-and-regulation-of-clinical-quality-registries-final-report-may-2020.pdf
https://www.legislation.qld.gov.au/view/pdf/inforce/current/act-2011-032
https://www.legislation.qld.gov.au/view/pdf/inforce/current/act-2005-048
https://www.legislation.qld.gov.au/view/pdf/inforce/current/act-1999-060
https://www.legislation.qld.gov.au/view/pdf/asmade/act-2016-005


"We manage our data like
this here ..."

Onboarding



Example RDM onboarding checklist 
(new project/person)

Planning

Review storage
options

Storage

Review policies 
Review tools
Consult sharing
agreements

Sharing

Projects:
Review grant 
requirements
Write DMP
Est. metadata standard



Offboarding
Offboarding is also crucial for research data. Ensure data is securely stored in an

accessible location when team members leave. 



Approvals



Approvals



Tips

Don’t copy paste
plan for data
management!

Protocol

01

Think about
now... and the
future (avoid
need for
reconsent)

Consent

02

Use a template
contract. Think
about roles and
responsibilities
now and into the
future

Contract

03

Budget for data!!

Budget

04



What is
sensitive
data?

Often confidential, sensitive data can include identifiable
personal and health/medical data, Indigenous data,
ecological data concerning vulnerable species, and

commercial-in-confidence data.



Data involving
Aboriginal and
TSI peoples has
many legal and
ethical
considerations
and needs to be
managed and
shared with
care. 



What
should I
do?

Always check in with your collaborators who
are Indigenous first. Do not progress without
this step. 

Connect

Collaboration, consultation, and listening.
Individual organisations, roles, groups can be
different so do not assume.

Listen



Useful linksAustralian Institute of
Aboriginal and Torres Strait
Islander Studies (aiatsis.gov.au)

AIATSIS

Ethical guidelines for research
with Aboriginal and Torres
Strait Islander peoples | NHMRC

NHMRC

Indigenous Data | ARDC

ARDC

https://aiatsis.gov.au/
https://aiatsis.gov.au/
https://aiatsis.gov.au/
https://www.nhmrc.gov.au/research-policy/ethics/ethical-guidelines-research-aboriginal-and-torres-strait-islander-peoples
https://www.nhmrc.gov.au/research-policy/ethics/ethical-guidelines-research-aboriginal-and-torres-strait-islander-peoples
https://www.nhmrc.gov.au/research-policy/ethics/ethical-guidelines-research-aboriginal-and-torres-strait-islander-peoples
https://ardc.edu.au/resource/indigenous-data/


CARE

Authority 
to control

Collective 
benefit

Responsibility Ethics

Data ecosystems shall
be designed and

function in ways that
enable Indigenous
peoples to derive

benefit from the data.

Indigenous peoples’
rights and interests in
Indigenous data must

be recognised and
their authority to

control such data be
empowered.

Those working with
Indigenous data have

a responsibility to
share how those data

are used to support
Indigenous peoples’
self-determination

and collective benefit.

Indigenous peoples’
rights and wellbeing

should be the primary
concern at all stages
of the data life cycle
and across the data

ecosystem.



Data breach
Office of the Information Commissioner - https://www.oaic.gov.au/

Management of Data and Information in Research: A guide supporting the
Australian Code for the Responsible Conduct of Research (NHMRC and

Universities Australia, 2019) -
https://www.nhmrc.gov.au/sites/default/files/documents/attachments/Manage

ment-of-Data-and-Information-in-Research.pdf



Examples 



Store and
manage

Storage options - security,
cost, software, hardware,
backup 

Storage

Data retention policies

Retention

Accessibility , ownership

Permissions



Data storage guides
UQ Griffith



Sharing &
reusing data



Five Safes

ProjectsPeople Settings Data Outputs



23% 15%

The past 10 years have witnessed a significant growth in sharing of health data .

Data Sharing

Increase in sharing  
of health data

Increase in health
research data
repositories

Clinical trials and
research studies

are being
conducted

worldwide at a
rampant pace

leading to
generation of large

amount of data. 



National
clinical
quality
registry
program 

Forty million over 4 years

40 million

Roadmap for how to collect
and use clinical data to
improve patient care

National strategy

https://www.health.gov.au/resources/publications/a-national-strategy-for-clinical-quality-registries-and-virtual-registries-2020-2030?language=en
https://www.health.gov.au/resources/publications/a-national-strategy-for-clinical-quality-registries-and-virtual-registries-2020-2030?language=en
https://www.health.gov.au/resources/publications/a-national-strategy-for-clinical-quality-registries-and-virtual-registries-2020-2030?language=en


TRUST

ResponsibilityTransparency User focus Sustainability Technology



HeSANDA

https://ardc.edu.au/program/health-studies-australian-national-data-asset/


FAIR

AccessibleFindable Interoperable Reusable



Data classification



Data retention



Consumers in
Research



Roles and
responsibilities



Data access

What about when the
project ends? 

Archiving

Institutional. 
Discipline specific.

National/International 

Repositories

Agreements.
Secure file transfer 

Sharing



Summary 
Take time to think
Plan your plan
Talk to all your
stakeholders and consider
their needs
Look at policies and
legislation



What was one thing you
didn’t know that you
learned today?










